Cyber Threats and Coverage

Monday Morning to Friday Afternoon
at the State of Utah

April 23, 2026
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Your Presenter

Jonathan Stutz, Moreton & Company
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Cyber Liability Product Expert with Moreton & Company
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Experience working with public entity, technology, retail, financial

\

institution, and health care companies and in brokering cyber / privacy
insurance programs

Presented at industry seminars including The State of Utah Cyber
Security Symposium, the Western States Surplus Lines Conference, the
Mountain America Small Business Conference, and the Colorado
Software and Internet Association, State Risk and Insurance

Management Conference (STRIMA), and Risk and Insurance
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Management (RIMS) Conferences.
jstutz@moreton.com; 801-715-7114
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Wana Decryptor 2.0 x|
QOoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe vou are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on B Can [ Recover Mj-" Files?
Sure. We guarantee that vou can recover all your files safely and easily. But vou have
not 50 enough time.

You can decrypt some of yvour files for free. Try now by clicking <Decryvpt>.

But if vou want to decrypt all vour files, vou need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if vou don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are 5o poor that they couldn't pay in 6 months.
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Time Left

Your files will be lost on

How Do | Pay?
SROC20NT (04T 55

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcein to this address:

1219YDPgwueZ9NyMgw519p7AABisjré Shw
T ETT—

Contact Us
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Ransomware Attacks by Month 2021-2026 (Cyble)

900
800

=

/0

600

200

400

300
200

100

gZ-uey
GZ10
GZIn(

GZ-idy
GZ-uey
pZ-120
v Ny

pe-idy
pZ-uef
£Z-10
gZ-Inf

gT-10y
gz-ue|
ZT0
Pl L |

ZZ-iay
Zg-uey
12320
TZ- N0

[Z-1ay
[Z-uef

Source: Cyble Cyber Security; www.cyble.com
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MOST TARGETED INDUSTRIES BY
RANSOMWARE ATTACKS

Professional Services _ 20.4%
Consumer Services _ 12.8%
Public Sector 10.2%
Materials _ 9.7%
Health Care _ 2.7%

Financial Services 6.6%

Software Services 5.6%

Technology Hardware _ 5.1%
Food & Staples _ 4.6%
Transportation _ 4.6%

Retailing 3.6%
Capital Goods [N 2.0%

Real Estate - 2.0%

Media | 1.5%
0% 5% 10% 15% 20% 25%

Source: SQ Magazine




Exploited
Vulnerability

Compramised
Credantials

Malicious
Email

Phishing

Brute Forca
Attack

Download

Waoza W2

Root Causes of Ransomware Attacks
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023 From Sophos Ransomware Report Apnil 2024




Social Engineering
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| Engineering
hishing
Spear Fishing

Vishing

Smishing

Al Phishing / Deepfake




Social Engineering — What Can You D

Simulated Phishing and Training
Multi-Factor Authentication
Advanced Email Security (Filtering)

Secure Email Gateways (Scanning for
Malware)

Culture of Security
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hat Can You Do Personally

Verify, Verify, Verify

Follow Established Procedures

Be Careful of Personal Info on Social Media

Don’t Click on Links




DTS

Covers all State Agencies
where DTS handles cyber
security in Group
Aggregate Program

e Cyber Insurance

2019 Procurement for Cyber Liability Awarded to Moreton & Company

Utah Division of Risk Management Elects to Risk Transfer Via Insurance

School
Districts

Covers all School Districts
in Group Program with
Individual SD Limits
(except 1)

Higher Ed

Individual University
Policies purchased by
each institution
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r Coverage Basics

er Insurance Coverage Extensions

st Party

3rd Party

Regulatory

Public Relations

Ransomware / Extortion / Business Interruption
Social Engineering / Funds Transfer Fraud

Insurance Carrier Resources




What Insurance Has to Offer

Training On:

1. Risk Identification
2. Incident Response Planning

3. Consistency in Protocols /
Best Practice

Education

Coverage /
/| Training

Risk Transfer

Resources With Policy Purchase:

| Services

Claims Hotline
Privacy Attorney Resource
Forensic Resource

Notification Service Provider

N o ok~ 0N =

Public Relations Firm



DTS

Covers all State Agencies
where DTS handles cyber
security in Group
Aggregate Program

$5M Aggregate Limit
Insurer: Lloyds of London
Panel Vendors

Claim Contacts: Phil Bates, DTS CISO;

Jonathan Stutz, Moreton
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ool Districts Program

¢
* $5M Aggregate Limit / $2M for each SD; ‘

+ Excess Available

SChOOI * Insurer: AXA XL
D iSt ri Cts * Panel Vendors

* Claim Contacts: Troy Jessup, UEN;
Covers all School Districts in

Group Program with Jonathan Stutz, Moreton
Individual SD Limits

(except 1)




d — Separate Programs

* Separate Program for Each

H ig he r E d * Insurers: Beazley, Travelers, HCC, Boxx

* Panel Vendors

Individual University R
Policies purchased by each
institution

Claim Contact: Jonathan Stutz, Moreton




Discovery of an Event

Thetft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public
Information or Third Party

Corporate Information that is in
the care, custody or control of
the Insured Organization, or a
third party for whom the Insured
Organization is legally liable

y Afternoon

. Managing the
Sjauatone’ ShortTom
Crisis

Notification and
Credit Monitoring

Forensic
Investigation and
Legal Review

Public Relations

* Multi-state exposure and compliance
 Call center requirements

* Vendor contract negotiations
 Crisis management

Handling the
Long-Term

Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and

Consumer Redress

Reputational
Damage

Income Loss

Courtesy of Beazley Group




Questions
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