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Presenter Notes
Presentation Notes
Thank you for the invitation to present today.  

We’d like to share information about the University of Utah’s Public Safety Framework – the why behind its creation and its role in preventing workplace and campus violence.
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Presenter Notes
Presentation Notes
Many of you may not be familiar with the size and scope of our community here at the University of Utah.
We have more than 38,000 students
And over 46,000+ faculty & staff when you combine both our academic and U of U Health systems.
We have more than 4 million patient visits per year
And up to 50,000+ guests at our largest special events
This size of our community puts us on par with some of the State’s largest cities, and is a major factor in how we prevent and prepare for active threats and manage the different risks posed to our community.
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Presentation Notes
Our department operates with 4 divisions that work closely together to serve our campus community.
 
There’s our University of Utah Police Department and Emergency Management.
 
Our approach has evolved over the past few years from a traditional response posture to a proactive and prevention-based approach that supports our community. 
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We also have two security divisions - Campus Security serves our Primary Campus, while Health Security serves our hospitals and clinics system.
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Presenter Notes
Presentation Notes
Our newest division is our Threat Assessment & Management Division – which is actually 5 team members.

Working closely with our other divisions, this team identifies behavioral threats, event security risks, and facility security vulnerabilities to ensure threats are identified early and managed, working closely with campus partners. 
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Prevent, Prepare, & Respond

Uniting our institution to prevent and prepare for
unexpected emergencies and active threats. a .

Uniting our campus
through preparedness
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Last year, our team developed a guiding Framework for how the University of Utah can better prepare for critical incidents on campus, including active threats. 
�We realized that many challenges that impact campus safety had to be addressed at a system-level - working across multiple departments.  

We also wanted to shift from a traditional response posture to a proactive and prevention-based approach.

The Public Safety Framework will also help the University of Utah prepare for future changes to our campus, including more residential life opportunities for students, healthcare expansions, new retail and entertainment options, and  hosting more large-scale events (such as the 2034 Olympics).
 
All of these changes will require a higher level of security, coordination, and preparedness to ensure the safety of our campus.
�


FRAMEWORK
OBJECTIVES

Promote knowledge and skills so that our
students, staff, and faculty are prepared to
respond if a critical incident occurs

2. Align the institution’s physical planning efforts
and operations to prevent violence and reduce
risk to our community

3. Reduce the potential for harm to our students,
employees, faculty, and patients
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Presenter Notes
Presentation Notes
You’ll see that the goals of this Public Safety Framework are quite simple. �
To promote knowledge and skills so that our students, staff, and faculty are prepared 
To align the University’s planning and operations to prevent violence and reduce risk to our community
To reduce the potential for harm to our students, faculty, staff and patients.



Higher Education Cases

Michigan State University (2023) — 3 Victims Killed, 5 Injured

e S$15 Million and $30 Million Settlements

* Launched Safety Technology Enhancement Program (STEP)
* Phased roll-out to modernize access control systems
 Replacement and enhancement of security cameras

* Improvement of emergency alert technologies

* Door locks for classrooms and teaching labs

University of Virginia (2022) — 3 Victims Killed, 2 Injured

* S9 Million Settlement

e Office for Threat Assessment with multiple staff

 Expanded Care and Support Services team

 Mental health coordinators within Public Safety and expanded
counseling for employees/students

* New public safety building and Emergency Operations Center

BRIAN
FRASER

DEVIN
CHANDLER

ARIELLE
ANDERSON

LAVEL
DAVIS JR.

ALEXANDRIA
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So what’s most important today is the “why” behind what we’re discussing.

These six students from Michigan State and the University of Virginia tragically lost their lives due to targeted violence. Several others were injured.�
You’ll also see the safety and security measures and settlements enacted in each case, which may help prevent tragedies like this in the future. 




FOR REFERENCE:
Michigan State University:  https://en.wikipedia.org/wiki/2023_Michigan_State_University_shooting
University of Virginia : https://en.wikipedia.org/wiki/2022_University_of_Virginia_shooting 

  


Higher Education Cases

University of Arizona (2022) - 1 Victim Killed

e S2.5 Million Settlement

 Hired dedicated president for Threat Assessment &
Management Team

 Expanded safety trainings

 Automatically registered students and staff for campus alerts

* Improved inter-agency cooperation

* Physical security improvements (compliant door locks in
classrooms; expanded keyless access to buildings)

Mercy Hospital, Chicago (2018) — 3 Victims Killed

e S20 Million Settlement
e Failure to warn and protect

DR. TAMARA OFFICER DAYNA

O’NEAL SAMUEL LESS

JIMENEZ
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And this is a case involving a faculty member from University of Arizona.

And an attack at a private hospital which resulted in the death of two medical professionals and a security officer.

University of Arizona https://www.campussafetymagazine.com/news/former-university-of-arizona-grad-student-sentenced-to-life-in-prison-for-fatal-shooting-of-professor/159405/

Mercy Hospital Shooting  https://en.wikipedia.org/wiki/Mercy_Hospital_shooting



Framework Pillars

PROTECTION PREVENTION RESPONSE RECOVERY

Safeqguard ou Reduce the
people and likelihood of
places harm

Act swiftly Restore and
to reduce support

harm
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Presentation Notes
Our Public Safety Framework is grounded in 5 Pillars – PROTECTION, PREVENTION, PREPAREDNESS, RESPONSE, and RECOVERY.

These are fundamental elements of public safety and emergency management, with adaptations to incorporate physical planning and behavioral threat management.

While the Framework is designed for active threat situations, these pillars build capacity to respond to a variety of public safety emergencies (a multi-hazard approach).,



PUBLIC SAFETY FRAMEWORK

Culture of Preparedness
Shared responsibility for planning, training, and exercises at all levels of the institution

PROTECTION PREVENTION

Safeguard our people Reduce the likelihood
and places of harm

Design & Construction All-Hazards Risk Emergency Response

Standards Assessments ~ Teams &
Unit Safety Liaisons

Centralized Security Behavioral Threat

i System-Wide
Services Assessment & Trainings
Management
Building Access Exercises & Tabletops

Control & Surveillance Security Vulnerability

Assessments Public Awareness
Technology & Campaigns
Automation Event Risk

Management Adjacent Public Safety
Partnerships

FOUNDATION

RESPONSE

Act swiftly to reduce

harm

Standard Response
Protocols

Emergency
Operations Plans

Critical Incident
Management

Emergency
Communications

Enabling policies, procedures, and systems

RECOVERY

Restore and support

Restoration of
Community Lifelines

Trauma & Support
Services

Public
Communications

Post-Incident
Analysis

Learn more about
the Public Safety
Framework
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Inserting the 5 pillars into a Framework structure -  with supporting procedures and policies across departments - helps build a shared culture of safety preparedness. 

While designed for higher education, the Public Safety Framework can also be applied in K-12 schools and in government settings. 



Pillar 1:

PROTECTION

Safeguard our pec

Safety in our bullt environms
building and fire codes, but |
starting with architectural de
Safety and security design st
to our campus and facllitate
personnel during an active th
aesthetics and functional ele
Once operational, consistent
training, and responses are ©
Uniwversity's portfolio.

ACTIONS

PHASE 1 PRIORITIES

o Centralized S
Ensure all Universit
ensure consistency
evaluating requests

Building Acce
Integrate additiona
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the unbgue levels of
integrating these sy

Design Requi
Update the Univers
standards. The upa
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healthcare, academ

Introduwce a Bullding
design phases for a
safety and security
type, while integrat

Pillar 2:

PREVENTION

Reduce the likelihood of harn

The Framework prioritizes the need for early d
our campus and clear pathways for mitigation.
assessment of threats and security vulnerakbilitl
potential danger, while a vulnerability is 2 wea
‘When these two factors overlap, the risk to ouw
helghtened. Threats and vulnerabilities may arl
#  physical (Le. weaknesses in a bullding's
construction);
behavioral [l.e. threats of violence towa
or environmental (Le. extreme weather
healthcare, and research operations).

Thie Framework strengthens the university's ca|
strengthening threat and security vulnerability

ACTIONS

PHASE 1 PRIORITIES

o Event Security Risk Asses
Enhance formal security review and s
communication between Public Safet
This includes early notifications mecdh

Building Security Vulnera
Formalize the standard for security wu
implementation strategy for priortizi
weaknesses In a bullding's current phe
departments on how to proactively ac

o Behavioral Threat Assess

Align additional resources, protocols,
asseszment and management training
Management Partnership.

Risk Mitigation Priorities
Establish annual risk mitigation priorit
current Threat and Hazard and Risk A
Aszessment & Management Partnerst
long-term consideration.

5 Pillars
20 Action Areas

Empower with skills and resources

By design, institutions of higher education experience rg P I I I a r a' -
their student populations. This frequency places a great
staff and faculty to reinforce campus and emergency sa

to provide addithonal support when emergency sibuatio R E S P O N S E
Prevention and preparedness tralning for our ermployee
achieve our goal of a violence-free workplace.

‘While the University cannat eliminate all threats and ha
inupact owr campus, we can equip our employeas and st
training and confidence to respond effectively, protect t

suppart others during these critical situations. Act SWiﬁ:l"‘ to reduce harm Pi I Ia r 5 .
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An all-hazards approach to safety preparedness rel

ACTI 0 N 5 language to Inform individuals on how to respond |
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and critical incident management teams across ou
hospitals/clinics systems helps ensure that our ca
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Incident Management System (MIMS) 20 that our
effectively coordinated with federal, state, and loci
o “Prevent, Prepare & Respond”’
Establish annual employee and student training
active threats and emergencies, as well as how
indicate someone ks on a pathway toward wiole ACTI 0 N 5

Center's Civilian Response to Active Shooter Ex

Restore and Support

In the aftermath of a mass casualty event or natural disaster,
our Institution must re-establish safety, restore critical services,

EMPLOYEES
*  Phasze 1: Prevent, Prepare & Respond

o Delivered virtually PHASE 1 PRIORITIES and help mitigate the physical, emotional, and psychological

o Approximately 10 minutes impacts to our students, employees, and customers. Our goal is

o Required annualky o Standard Response Protoco to restore operations as soon as possible, while simultanecusly
Integrate the Standard Response Protoco providing the time, space, and resources for healing, recovery,

*  Phasze I: Prevent, Prepare & Respond
@ In-persan and virtual option
o Approgimately 80 minutes

o Required annually at a colle;

a

and rebullding of our community and our campus.
Our employeas and students work and st

in a hospital or dinkc, and lecture in classr
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consistent response protocols ensure tha ACTI 0 N S
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*  If a college/departman other states_ This ensures continuity in tr:
location, but includes o consistent protocols throughout the state

= If a single bullding Is o professionals to rely on a comman langua PHASE 1 PRIORITIES

should participate bn wi

Public Communications

Update institutional crisis communication plans and protocols to incorporate additional conslderations for
active threat and mass vizlence events. These protocols will be Informed by best practices Identified by the
LS. Department of Justice and Department of Homeland Security (FEMA & CI5A) and supportad by training
with the institution's Incident Management Tearn.
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We’ve worked together to identify 20 action areas that will be implemented in phases.  We’ll also be sharing lessons learned and recommendations with other universities and colleges throughout the state, through our participation in the Utah System of Higher Education’s Campus Safety Taskforce.

The first two priority action areas we’ve addressed during the past few months fall under Prevention and Preparedness, which includes new system-wide trainings and improved communications during active threat situations. 
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Presenter Notes
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If you look at the various spaces on the University of Utah’s campus, you’ll see that responding to an active threat situation can be complicated. 

Large venues, publicly accessible buildings, varying mobility levels, glass walls and doors, and residential living spaces each present unique dynamics.

There is no single “right way” to respond if an active attack were to occur. That’s why training is so critical. 


Active Threat Training

- N 8-1/2 Minute
Al iVE Threat PIEPal’EﬂHESB-- | : Training Video

4 -
- EMERGENCY: CALL 911 OR 801-585-2677 _ ]
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To help the University of Utah prevent and prepare for active threats, we designed a series of trainings for our faculty, students, and employees. 

The first is an 8-1/2 minute training video, which  viewed annually by all faculty and staff on our academic campus, as well as in the University of Utah Health system.

We’ll take a moment to watch it now.
 
ALTERNATE NOTE: IF TRAINING VIDEO DOESN”T WORK:
The video is a high-level introduction on how to identify concerning behaviors, and steps you can take during an active threat situation.  
It also includes information about the University’s campus alert system, including new language and directives that will be sent out during emergencies. 


PREVENT,
PREPARE, &

RESPOND

Training for Active Threat Situations

| DN
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In addition to the video you just watched, we’ve also developed an in-depth, one-hour training that takes a deeper dive into the specific skills you can use to stay safe if an attack were to occur.  

The video features State Security Chief Matt Pennington from Utah Department of Public Safety. 
�You can watch the longer active threat training on our website – using the QR code up on the screen.




OBJECTIVES FOR TRAINING

Increase your likelihood of surviving an active attack
Understand how people typically respond in disaster situations

Learn prompts that will help you to react quickly
(Avoid, Deny, Defend, Aid)

|dentify behaviors that may signal a person is considering violence

Learn how our campus communicates in active threat and emergency situations

THE UNIVERSITY OF UTAH
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And the specific training objectives for the longer 60-minutes video are listed here. 





STANDARD RESPONSE PROTOCOL

HOLD SECURE LOCKDOWN EVACUATE SHELTER

UTAH
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We have also rolled out new campus safety directives for use during emergencies, including active threats. The Standard Response Protocol was recently adopted by the Utah State Board of Education for all K-12 schools. 

It has also been adopted by at least 9 other states, with several other school systems integrating at a district level.

I now want to turn the time over to Keith Livingston, our resident expert on behavioral threat management and assessment.  



Behavioral Threat Assessment
& Management

A Risk Management Framework
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I now want to turn the time over to Keith Livingston, our resident expert on behavioral threat management and assessment.  






The Future of BTAM

BIAM is K-12
expanding

- crose Higher Education

Healthcare Systems
Government Agencies
Law Enforcement

Corporations




What is BTAM?

A multidisciplinary team approach to
assess and manage concerning behavior
that could potentially be on a pathway
toward targeted violence




Multidisciplinary Approach

Office of the Chief Safety Officer

Threat assessment and management, protective

Student Affairs intelligence, incident tracking,
. program/administrative management, campus - - .
Behavioral trainings, public awareness University Police, Health

Security & Campus Security

Student behavioral intervention, L~ ' ‘ Crirn_inal ir"l_".-'E!StI'l.::laFiDHS, safety
case management, disciplinary planning, crime victim advocacy,
action, support services \. security operations

Health Sciences
Behavioral Threat

Intervention Team Assessment &

Intervention Team

Patient/visitor behavioral ' Investigations, supportive
intervention, case management, I Mana gemEnt measures, hearings
support services, staff training P artnErEhip

(TAMP)

Office for Faculty

Legal and policy guidance,
risk management

Faculty behavioral intervention
and support, disciplinary action,
faculty training

Human Resources

Staff behavioral intervention and

support, disciplinary action Huntsman Mental Health Institute Institutional risk reduction,
S p,EIrﬁ,riE.gr training ’ insurance, and compliance

Crisis intervention, mental health &
forensic psychiatrist consultation




TAM Overview

AT IT IS... AND WHAT IT ISN'T

9,

PREVENTION
NOT PREDICTION

-

D

LOOKS AT PREDATORY,
PREMEDITATED,

FOLLOWS
A PATHWAY

O PROFILE

TARGETED VIOLENCE

> don't look for We can't predict Focused on planned Violence develops
type.” We look the future. We take acts of violence, over time. Behavior
behavior. action to prevent it. not impulsive behavior. changes and escalates.

KEY POINT: BTAM is a science-based, multidisciplinary approach
that helps us identify, assess, and manage behavioral risk.




Case Types

Grievance-Driven Behavior

Workplace Violence / Employee Conflict

Stalking or Menacing Behavior

Fixation on Individuals or Organization

Threatening Communications

Concerning Online / Social Media Activity

Mental Health Crisis with Satety Concerns




BTAM Process

|dentify
concerning

behavior

/

Implement
management
strategies

Information
gathering

Assess threat
using structured
professional
judgement




Pathway to Targeted Violence

The Grievance

Adapted with permission from F.S. Calhoun and S.W. Weston (2003). Contemporary threat management:
A practical guide for iaentifying, assessing ana managimng inaiviauals of violent intent

© 2003 F.S. Calhoun and S.W. Weston. All rights reserved.




Proximal Warning Behaviors

e Fixation e Leakage
o |dentification e Directly Communicated Threats
e Novel Aggression o Last Resort

e Energy Burst e Final Acts




Implement Management Strategies

REDUCE RISK. INCREASE SUPPORT. CONTROL THE ENVIRONMENT.

Provide Support Establish Clear Monitor & Modify Work Coordinate

& Resources Expectations Follow Up or Environment & Involve Others
Connect the person Communicate Track behavior, Adjust duties, Stay connected
with counseling, boundaries, policies, check in regularly, separate from across team
EAP, or other and consequences and reassess targets, or change members and share
appropriate services. in writing. as needed. access when needed. information appropriately.

O/ Stabilize the situation, reduce risk, and create
conditions for positive change.




Takeaway

Fact-Based
Defensible




If nothing else, my goal today is to give you fewer surprises... -

9

and maybe fewer emails that start with “




Resources

1. U.S. Secret Service’s National Threat Assessment Center https://www.secretservice.gov/protection/ntac

2. U.S. Department of Justice/Federal Bureau of Investigation - Making Prevention a Reality: Identifying, Assessing, and
Managing the Threat of Targeted Attacks
https://www.fbi.gov/file-repository/reports-and-publications/making-prevention-a-reality.pdf/view

3. Ohio Attorney General’s Office — Ohio School Threat Assessment Training
https://www.ohioattorneygeneral.gov/threatassessment

4. Virginia Center for School and Campus Safety
https://www.dcjs.virginia.gov/virginia-center-school-and-campus-safety/campus-threat-assessment

5. Association of Threat Assessment Professionals (ATAP) https://www.atapworldwide.org/

6. International Handbook of Threat Assessment https://global.oup.com/academic/product/international-handbook-of-
threat-assessment-9780190940164?cc=us&lang=en&

7. Safer Schools Together https://saferschoolstogether.com/
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https://publicsatety.utah.edu/

Chiet Saftety Officer Keith Squires Keith Livingston
Director of Department of Public Safety Director of Threat Assessment & Management
ceith.squires@utah.edu ceith.livingston@utah.edu



https://publicsafety.utah.edu/
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